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This document should be used in conjunction with the Suffolk Scheme for the Financing of Schools.

	USEFUL LINKS:

	National:
PCI DSS Security Standards
PCI DSS FAQs
Self Assessment Questionnaire B

	Schools’ Accountancy Team:
Finance Regulations
LMS Document 
Certificate of PCI DSS Compliance
	Schools’ Choice:
Model Policy 
Model Procedures 
Staff Declaration 
Staff Log

	SCHOOL CIRCUMSTANCES:
	ACTION REQUIRED:

	· doesn’t use ParentPay or another third-party organisation 
and
· doesn’t accept/process card payments and has no stored account data
	1) Complete Section A of the Certificate and send to sat@suffolk.gov.uk by 31 March 

	· uses ParentPay or another third-party organisation 
and
· doesn’t accept/process card payments and has no stored account data
	1) Complete Section B of the Certificate and send to sat@suffolk.gov.uk by 31 March 
2) Obtain an Attestation of Compliance from the third-party organisation. These are usually published on their websites (annual task)

	· doesn’t use ParentPay or another third-party organisation
and
· does one or more of the following:
a) holds a PDQ Terminal
b) handles/processes account/card data
c) holds account/card data
	1) Complete Section C of the Certificate and send to sat@suffolk.gov.uk by 31 March 
2) Agree a PCI DSS Policy and arrange for regular reviews (Model Policy  available)
3) Identify appropriate procedures and add written instructions to the school’s Local Procedures Manual (Model Procedures available)
4) Require staff handling/processing account/card data to complete staff declarations (Staff Declaration template available)
5) All staff to sign as evidence of receipt of the PCI DSS Policy (Staff Log template available)
6) Complete the PCI DSS Self Assessment Questionnaire B, the signed copy is retained in school (annual task)

	SCHOOL CIRCUMSTANCES:
	ACTION REQUIRED:

	· uses ParentPay or another third-party organisation 
and
· does one or more of the following:
a) holds a PDQ Terminal
b) handles/processes account/card data
c) holds account/card data
	1) Complete Section B and Section C of the Certificate and send to sat@suffolk.gov.uk by 31 March 
2) Obtain an Attestation of Compliance from the third-party organisation. These are usually published on their websites (annual task)
3) Agree a PCI DSS Policy and arrange for regular reviews (Model Policy available)
4) Identify appropriate procedures and add written instructions to the school’s Local Procedures Manual (Model Procedures available)
5) Require staff handling/processing account/card data to complete staff declarations (Staff Declaration template available)
6) All staff to sign as evidence of receipt of the PCI DSS Policy (Staff Log template available)
7) Complete the PCI DSS Self Assessment Questionnaire B, the signed copy is retained in school – annual task

	QUESTION
	ANSWER

	This looks daunting and a lot of work for schools – is it?
	The majority of schools will only need to complete the annual Certificate and send it to the Schools’ Accountancy Team.
Schools using ParentPay or another 3rd party organisation will also need to check that the 3rd party is following the Payment Card Industry’s Data Security Standards (PCI DSS) – the 3rd party organisations usually provide  a Certificate of Attestation on their websites
For schools who hold and/or process card data/payments there is a lot of work to do this first year as the Self Assessment Questionnaire B must be completed. This will be an annual task but completing the document should be easier after the first year. 

	What contact details should I use for queries?
	Please read through the various documents available (see links on page 1) and the questions and answers contained here as they may contain the answer to your query.
If after doing this you still have a query then: 
· Contact the Schools’ Accountancy Team if it is a question related to what you are expected to do

· If your queries relate to specific questions in the Self Questionnaire B then you will need to use the PCI Security Standards Council’s  FAQ Knowledge Base. If these do not provide the answer that you need then there is the facility within the FAQ Knowledge Base to ask additional questions.

	How can we check if the Schools Accountancy Team has received our certificate or compliance?
	You can check if we have received your certificate by looking at the Register of Returns on the Suffolk Learning Website. This document is updated weekly, so there may be a delay between us receiving your document and the register. 




	
QUESTION
	ANSWER

	How should we store the various documents we are required to have? 
	The Schools’ Accountancy Team recommend that schools maintain a PCI DSS folder which includes (where appropriate):
· The school’s current PCI DSS Policy
· The school’s current Payment Card Handling Procedures
· The PDQ Terminal operating manual and ‘short-cut’ guide
· Evidence that all staff have had access to the school’s PCI DSS Policy and Procedures e.g. PCI DSS Staff Log 
· Signed declarations from all members of staff authorised to handle payment card data (including 16-digit primary account number, expiry date, 3-digit security code) and/or PDQ Terminals
· Log of visual inspections of PDQ Terminal
· Completed, signed PCI DSS Self-Assessment Questionnaires
· Signed Certificate of PCI DSS Compliance
· A copy of the Local Authority’s Finance Regulations and copies of appropriate LMS Documents and FAQs
Staff should be aware of where to find the file and any appropriate documents not located in the file.
Maintaining a file in this way will also assist audit inspections.

	How do I obtain an Attestation of Compliance from a 3rd-party organisation?
	These can normally be found on the 3rd-party provider’s website e.g. ParentPay. If you cannot find the appropriate attestation then you will need to contact the company. If appropriate information is not forthcoming then the school should decide whether it is appropriate to continue to use the 3rd-party organisation.

	How often will we need to re-do these documents/checks?
	The Certificate and Questionnaire will need to be completed annually or earlier if any changes are made such as the location of a Terminal
The timescales for review of the Policy and Procedures will be decided locally by the school
The attestation of 3rd-parties should be confirmed each year prior to completing the Certificate
Compliance with the Finance Regulations and the school’s Policy and Procedures should be on-going 

	What needs to be sent to the Schools’ Accountancy Team?
	The Certificate needs to be sent to SAT by 31 March. No other documents should be sent unless they are requested.

	Our school needs to complete the Self Assessment Questionnaire B – do we need to send it anywhere?
	You need to complete this annually and retain the signed copies in school.
If the LA asks for a copy then you will need to comply with the instructions contained in the request.
Audit may ask to see the originals when carrying out an inspection at the school.
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