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To: Headteachers of all Maintained Schools and PRUs 
 
 

LMS Document 
No.  2015/26 

 
 
Dear colleagues 
 
Fraud Alerts – October 2015 
 
We continue to hear about schools, other public bodies and companies around the country 
that have fallen for scams and frauds. Recent reports have included: 
 

 Cheques being forged and then paid into personal bank accounts 

 Unsolicited invoices requesting payment for goods that have never been ordered or 
received 

 Bank Mandate frauds where legitimate companies have been the victims.  

Please contact the Schools’ Accountancy Team for advice if GV Multimedia is one 
of your suppliers; or if you receive requests from Comensura or Alun Griffiths Ltd. 

 WeRe cheques not being honoured and payment refused 

The Financial Conduct Authority (FCA) website includes a Consumer Notice which 
sets out the FCA’s concerns regarding WeRe Bank 

Please contact Audit Services for advice before accepting or presenting any WeRe 
cheques  

 
There are various measures that schools should have in place to safeguard public funds, 
these include: 
 

 Completing the bank reconciliation promptly and regularly. Any irregularities must 
be raised with the bank as soon as possible. 

 Regularly reviewing the list of standing orders and/or direct debits set up on the 
school’s delegated budget bank account 

 Never providing details of the school’s bank account or other sensitive information 
(such as logins and passwords) either in response to e-mails or unsolicited phone 
calls. Links in e-mails should be treated with caution 

 Never publicising the school’s bank account details on-line 

 Fully checking the credentials of internet companies prior to placing any orders 

 Raising purchase orders which should then be checked against goods received 

 Not paying invoices until it is confirmed that the goods/service have been ordered 
and received; and charges are correct 

 Being cautious if asked to change bank mandates for any of the school’s suppliers.  
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https://www.fca.org.uk/news/consumer-notice-were-bank
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The DfE expects all schools to have a robust system of controls to safeguard themselves 
against fraudulent or improper use of public money and assets.  They also expect that all 
staff are informed of: 

 school policies and procedures related to fraud and theft 

 the controls in place to prevent them 

 the consequences of breaching these controls 

The DfE expects that this information would be included in induction for new school staff 
and governors.     

 
Annex A contains additional information relating to fraud and theft to assist schools. 
 
 

Maintained schools/PRUs are required to report (verbally or in writing) all instances of 
suspected fraud and/or theft to the Schools Accountancy Team and/or Audit Services 
promptly: 

- sat@suffolk.gov.uk    01473 265626 

- audit.enquiries@suffolk.gov.uk   01473 264261 

 
This ensures that there is consistent treatment of information regarding fraud and 
corruption and facilitates a proper and thorough investigation by an experienced audit 
team. Any decision to refer a matter to the police or other external agency will be taken by 
the Head of Audit Services and Audit Services will be able to discuss additional measures 
that the school may need to take. 
 
Audit Services is also required to document and submit an annual return on all cases of 
fraud, corruption and theft, including those that occur in schools/PRUs. 
 

 
Please do not hesitate to contact the Schools’ Accountancy Team if you have any 
concerns. 
 
Yours sincerely 
 
 
 
Carole Murton 
Service Accountant (Schools) 
 

mailto:sat@suffolk.gov.uk
mailto:audit.enquiries@suffolk.gov.uk
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 Annex A 
This Annex contains information on the following: 
 

- Fake/scam e-mails 
- Bank mandate fraud 
- Unsolicited invoices 
- Callers selling advertising space to schools 
- Companies offering to collect old textiles, media etc and sell on behalf of the school 
- Theft of ICT equipment and potential data breach in school 

 
 
FAKE/SCAM E-MAILS 

Fake emails often (but not always) display some of the following characteristics: 

 The sender’s email address doesn’t tally with the trusted organisation’s website 
address 

 The email is sent from a completely different address or a free web mail address 

 The email does not use your proper name, but uses a non-specific greeting like 
“dear customer” 

 A sense of urgency; for example the threat that unless you act immediately your 
account may be closed 

 A prominent website link. These can be forged or seem very similar to the proper 
address, but even a single character’s difference means a different website 

 A request for personal information such as user name, password or bank details 

 The email contains spelling and grammatical errors  

 You weren't expecting to get an email from the company that appears to have sent 
it 

 The entire text of the email is contained within an image rather than the usual text 
format 

 The image contains an embedded hyperlink to a bogus site 

What should you do if you’ve received a scam email? 

 Do not click on any links in the scam email 

 Do not reply to the email or contact the senders in any way 

 If you have clicked on a link in the email, do not supply any information on the 
website that may open 

 Do not open any attachments that arrive with the email 

 
 

BANK MANDATE FRAUD 

Key messages to school finance teams processing any requests to alter bank 
details are: 

 Validate all requests for bank account changes using known contact details and 
NOT details contained in a letter. Be aware that fraudulent email addresses may 
look similar to that of the genuine company  

 Some fraudsters will try to develop relationships by ‘grooming’ school staff in the 
weeks leading up to the attempt to change the bank details so that by the time of 
the change notification an element of trust has been established 
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 Bank mandate fraud may occur where finance staff are not vigilant and/or do not 
adhere to existing controls 

 Mandate fraud is far more likely to be perpetrated against a major creditor. Be 
aware of the school’s top 20 creditors (as the fraudsters may already know who 
they are) and be particularly careful about any requests to alter their bank details. 

 Be on the guard for fraudsters seeking to obtain information about payments made 
or to identify bank accounts that payments are currently made to as they will use 
this information to make fraudulent letters more realistic. DO NOT divulge this 
information over the phone, ask for the request in writing or via email and validate 
their identity. 

 If you do fall victim to a mandate fraud attempt, please notify Audit 
Services/Schools’ Accountancy Team as soon as possible. 

 
UNSOLICITED INVOICES 

In order to safeguard public monies and to comply with finance regulations it is 
essential that schools: 

 Check every invoice prior to payment to ensure that the goods/services have been 
supplied to the school 

 Inform the Schools Accountancy Team where there are any concerns that an 
unsolicited invoice has been received and the school is experiencing problems in 
resolving the issue with the company 

 All instances of suspected fraudulent unsolicited invoices being received are 
reported immediately to the Schools Accountancy Team so that SAT can liaise with 
Audit Services and provide the school with appropriate advice. 

 

 
CALLERS SELLING ADVERTISING SPACE TO SCHOOLS 

Schools may receive ‘cold’ telephone calls from people trying to sell ‘advertising 
space’ in various magazines: 

 Some may appear to support local/good causes with the caller claiming that the 
school has supported the initiatives in the past. 

 Some may indicate that the school is already appearing in the magazine(s) and that 
the school should continue to subscribe 

 Front-line office staff should be made aware of the school’s local procedures for 
handing calls of this type.  

 Schools should not pay for services that they have not commissioned. 

 
 
COMPANIES OFFERING TO COLLECT OLD TEXTILES, MEDIA ETC AND SELL ON 
BEHALF OF THE SCHOOL 

Schools may be approached by companies offering to collect old textiles, media etc, 
and send the money to the school once sold: 

 There have been instances of schools responding to these offers but failing to 
receive any financial return 

 Schools are advised to contact Trading Standards to ensure that the company is 
legitimate before entering into any agreements 
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THEFT OF ICT EQUIPMENT AND POTENTIAL DATA BREACH IN SCHOOL 

 

In recent years there have been a significant number of thefts of laptops and PCs from 
schools. Schools are advised to review their security arrangements as a matter of priority if 
this has not been done recently and all equipment should be security marked using 
approved methods. 
 
Security advice from Suffolk Police 
Suffolk Police has published a guide to security: 

- Suffolk Constabulary: Secure Your Business.pdf 
Schools can also request free security reviews from their local Police Crime Reduction 
Officer (CRO). On completion of the survey the CRO will compile a written report and send 
it to the school for consideration, detailing any necessary action to be taken by the school 
to safeguard it against criminals. Further details are available from the Suffolk 
Constabulary website or dial 101 and ask for the local CRO: 

- Welcome to Suffolk Constabulary website 
 
Basic security measures to keep IT equipment or valuable assets secure include: 

 locking them into cabinets/cupboards in a locked room when not in use 

 ensuring the building has intruder alarms 

 using a secondary securing device such as a steel cable 

 keeping them out of sight from windows/visitors 

 avoid press releases of acquisitions 

 security marking 

 password/encryption protection 

 keeping up-to-date records of makes, models and serial references 

 
If equipment is stolen: 
Schools are reminded that they are required to report all instances of suspected 
fraud/theft to the Schools Accountancy Team and/or Audit Services promptly: 

- sat@suffolk.gov.uk    01473 265626 

- audit.enquiries@suffolk.gov.uk   01473 264261 

 
The Schools Accountancy Team (SAT) should also be informed where any school has 
concerns that its data may be compromised, for example: 

 thefts involving laptops/PCs,  

 loss of back-ups 

 loss of passwords, or where there may have been unauthorised use of passwords 

SAT will liaise with Audit Services and ensure that the school is given appropriate advice 
regarding any action that the school may need to consider.  
 
N.B. it remains a school responsibility to decide who needs to be notified of any breach, 
including whether to include the Information Commissioner’s Office (ICO) in the 
notification. The ICO website includes information on how to respond to a security breach: 

-  Information Commissioner's Office (ICO) 

http://www.suffolk.police.uk/safetyadvice/businesssafety/crimeprevention/freesecurityreview/idoc.ashx?docid=f66b9191-91c6-44e1-a170-26627007221d&version=-1
http://www.suffolk.police.uk/default.aspx
mailto:sat@suffolk.gov.uk
mailto:audit.enquiries@suffolk.gov.uk
https://ico.org.uk/for-organisations/

